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How to Configure SecureMail for Exchange 2007

This document covers the following Microsoft Exchange Server Editions
« Microsoft Exchange Standard Edition 2007
+ Microsoft Exchange Enterprise Edition 2007

Your estimated time to complete this configuration is approximately 15 minutes,

PLEASE FOLLOW THESE DIRECTIONS STEP BY STEP. BY NOT FOLLOWING
THESE DIRECTIONS YOU WILL ENCOUNTER PROBLEMS AND SIGNIFICANTLY
INCREASE YOUR SETUP TIME.

If you do run into problems please contact technical support at 866-67ERADO ext 2. We
will require you to use Citrix Go To Meeting service, so that you can share your screen and
we can assist you though this setup process.

If your Exchange Server 2007 is currently able to send emails externally, a Send Connector
must already have been created and configured correctly on the Hub Transport server.
Configuring Exchange 2007 to use Erado’s Smarthosts, requires you to modify the settings on
this Send Connector.

For Exchange 2007, Microsoft has split up into separate roles, the various jobs that Exchange
has to perform, with the implication that each role will be handled by a different server.

The Hub Transport role is the one responsible for sending and receiving external emails.
In the real world of small to medium sized companies, a single Exchange server is likely to be
performing all the various roles.

Step 1. Open Exchange Management Console

Open Exchange Management Console

E:-:change Management Console

File  Action \iew Help

« - | &m| @/

£3 Microsoft Exchange n! Hub Transport

[=)+{:2s] Organization Configuration - - p — 5
l$ Mailbox Femote Dumalns] Accepted Domaing I E-mail Address F'DI|C|es] Transport F!ules] Journaling  Send Connectors | §
-:.-:J Client Access Marne I Shatuaz = I Al.ithentication Mechanizm ] DMS Routing Enihledl FODM

g D Transport
{29 Unified Messaging
3 Server Configuration
= 14_ Recipient Configuration
3 . .

2 Al Outgoing Email  Enabled MNorne Falze mail.domain.com

Click on the + next to Organization Configuration
Select Hub Transport and
select the Send Connectors tab:
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Step 2. Add Smart Host
Right-click on the existing Send Connector, select Properties and go to the Network tab.
Select "Route mail through the following smart hosts:" and click Add:

All Dutgoing Email Properties |
Generall dddress Space  Metwork | Source Sewerl

Select how to send mail with thiz connectar:
" Use domain name system [DMS] M3 records ta route mai automatically
[T Enable D omain Security [k utual duth TLS]

& Route mail through the following smart hosts:

fdd | Edit

() ]

,,
—{adds an ikem to the list, |

Smart hozt authentication:

Mone

W Lse the External DNS Lookup settings on the transport server

Ok, I Cancel | Apply | Help |

Step 3. Configuring The Smart Hosts

To assure proper load balancing and failover across all of our data centers please enter the
following outbound servers separated by a semi colon and make sure you choose “Forward all
mail though this connection to the following smart hosts” as follows:

yourdomain.com.outbound.erado.com  (replace your domain.com with your domain name)
yourdomain.com.ob-lax.erado.com
yourdomain.com.ob-dfw.erado.com

yourdomain.com.ob-chi.erado.com
MAKE SURE TO REPLACE yourdomain.com with your organizations domain name.
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Specify the first Smart Host as shown below:
All Outgoing Email Properties
Generall fddiess Space  Metwork | Source Sewerl

Select haw ta send mail with this connector:
 Use domain name system (DMS) "M records to route mail automatically
™| Enatble Domain Security (tutusl duth TLS]

% Floute mail thiough the following smart hosts:

gpAdd 7 Edt
Smart host |

" |P Address:

Add smart host [ %]

| 0 . 0 _ 0
Example: 192 168.10.10

Smart hos! . )
% Fully qualified domain name (FODM):
Mone

W UsetheE I domain. com_ob-lax_erado com

Example: smarthost company. com

DK‘E | Cancel |

Ok | Cancel | Apply | Help |

Next add the remaining Erado's Smart Host clusters:

All Dutgoing Email Properties
General I &ddress Space  Network | Source Server I

Select how ta zend mail with thiz connectar,
" Use domain name system [DNS) "Mx" records ko route mail automatically
™ Enable Domain Security (Mutual Suth TLS]

&+ {Boute mail through the foliowing smart hosts:

gpadd 7 Edt X

Smart host
domain.com. ob-lax_erado.com
domain.com.ob-dfw_erado.com
domain.com.ob-chi.erado.com

Smart host authentication:

Mane Change... |
W Use the Extemal DMS Lookup settings on the transport server

Ok I Cancel LApply Help
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Click Change... to set the authentication options.
Step 4. Set Authentication

Please set this to none as we authenticate based on the sending mail servers ip address

Configure Smart Host Authentication Settings E3

& Hone
" Basic Authentication

[T Basic Authentication over TLS
Usger name:

Pazzword:

Mote: all smart hosts must accept the zame uzer name and pazsword.

" Exchange Server Authentication

" Externally Secured [for example, with IPgec).

Ok, I Cancel |

There shouldn't be anything that needs changing on the other 3 tabs, but we've shown below,
what they should typically look like.

The General Tab: The Address Space Tab
All Outgoing Email Properties All Dutgoing Email Properties [ <]
General | Address Space' Metwork | Source SBrverI General Address Space | Metwork | Souice SEIVE['
0| 5 - Specily the address space(s| to which this connector wil route maik
=3 |A\I Ovtgoing Email
F o agd
Darmain Tupe
Connector status:  Enabled B I Sr’:fp I
Modified: 24 Movember 2007 17:23:33
Protocal logging levek Mone vl
Specify the FODN this connectar will provide in response to HELO or EHLO:
mail yourdomain.com
[Example:mai. contosa. com)
ok I Caneel Apply Help oK Cancel Apply Help
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The Source Server Tab

All Dutgoing Email Properties
Benerall Address Spacel Metwork ~ Source Server |

Agzociate this connector with the following Hub Transpart servers. Alematively,
you can add Edge Subseriptions ta this list.

St K

Name | Site | Fale

EXCHANGE Mailbow, Client Access, Hub Transpaort

. | 2

ok | Cancel | Apply | Help

When you've finished, the Send Connector should look like this:

The changes you've made to the Send Connector will take effect straight away without you
having to reboot the server or restart any services.

Lastly for those that utilize Sender Policy Frame Work Records (SPF Records)

You need to add include:erado.com to your existing SPF record, below are examples.

If your DNS server runs BIND

yourdomain.com. IN TXT "v=spf1 ip4:1.1.1.1 a:mail.yourdomain.com include:erado.com ~all"

If you run DNS server is tinydns (djbdns)
'yourdomain.com:v=spf1 ip4\0721.1.1.1 a\072mail.yourdomain.com include\072erado.com ~all:3600

If you are unsure of your DNS server or how to configure please contact your DNS

provider.
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