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Erado Archiving & Setup Instruction
Microsoft Exchange Journaling — Pull Method
This document covers the following Microsoft Exchange Server Editions

e Microsoft Small Business Server 2003
e Microsoft Exchange Standard Edition 2003

Microsoft Small Business Server and Microsoft Exchange Standard Edition does not support multiple
message stores which are a requirement for push journaling.

The following document illustrates the internal setup procedure needed to create an envelope
journaling mailbox with pop3 access.

Your estimated time to complete this configuration is approximately 30 minutes,

PLEASE FOLLOW THESE DIRECTIONS STEP BY STEP. BY NOT FOLLOWING THESE
DIRECTIONS YOU WILL ENCOUNTER PROBLEMS AND SIGNIFICANTLY INCREASE YOUR
SETUP TIME.

If you do run into problems please contact technical support at 866-67ERADO ext 2. We will require

you to use Citrix Go To Meeting service, so that you can share your screen and we can assist you
though this setup process.
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Step 1. Create a New Journal Mail Box

You must first create a journal recipient mailbox. If you do not know how to create a new mailbox
please stop here and contact Erado Tech Support.

Please create this mailbox.

Username: eradojournalmailbox
Password: (please contact Erado technical support).

Step 2. Adjust Mail Box Properties

Once the mailbox is created you need to change the properties so that the messages are in the
proper format for compliant archiving.

Next, open the user properties for your compliance-journal account and click on the “Exchange
Features” tab. Next click and highlight POP3 under protocols, and finally click on the properties
button as shown in the image below.

eradojournalmailbox Properties ed |
When you click properties button the
Member Of I Jial-if I Environimett I Sezzions I Remaote control I f . .
ollowing menu will pop up.
Terminal Services Profile I COk+ I Exchange General I 9 Pop Up

General I Addr=zs | Aocount | Frofile | Telephnnesl Crganization I You must uncheck “Use pl‘OtOCO'

E-mail Addresses Exchange Features Exchenge Advanced defaults” and then you must click the
— St [ “Provide message body as plain text”.
* Mobile Services This is required so that Erado can properly
a_ﬂ]uHDI:IkMDb“E Access Enabled archive your joumaled messages.
553' Uszer Iniliated Synchronization  Enabled
Hiz Up-to-date: Matifications Enabled The next step is to make sure that the
+ Protocols default character set is set to “Western
& Outlook Web Access Enabled, uzing prolocol defaults. European (|SO-8859-1 ) If it is not set to
o Sy Enabled, customized, this please use the pull down and set it as
|;'|;|;1 [ EEAS Enabled, uzing prolocol defaults. per the image below.

B[ Proppaties.. | » Enable X Disable

Mescnpbinn

Allovez the user bo access the malbox with a POP3 e-mail client.

k. I Cancel Apply Help

321 Burnett Ave South Suite 100 Renton, WA 98057 T 866.67ERADO F 425.277.8273 updated 07212011



cerado

Exchange Features ﬂﬁl
POP3 | click OK.

When you are finished please

[ Use protocal defaults

— Meszzage encoding
* MIME
* Provide message body az plain kext
" Provide mdszage body az HTML
i Eaoth
" UUEncode
[T Use EinHex far Macintash

Default character set;
I'W'estern European [150-8353-1] j

[ Uze Microsoft Exchange rich-text format

(] I Cancel Apply | Help |
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Step 3. Configure the Default POP3 Connector, or manage your currently enabled

POP3 connector.

NOTE: If you already have a POP3 connector enabled go to the step 3.b

3.a Default POP3 Connector Settings

Go to Exchange System Manager, expand Servers, expand “your exchange server”, then
expand Protocols and then right-click on the properties of your POP3 connector.

Next, right click
and go to
properties of the
connector.

=/ EREXSE

'{z__!Server Management

5@ File Action View Favorites ‘Window Help

JRETE|

= OEEFNBE @

g Computer Management (Local)

-84 EMCS (Exchange)
=] &= Global Settings

iy Internet Message Farmats
= Message Delivery
Q.E Mobile Services
{3 Recipients
=3 Servers
B3 ERExsE
----- ! E Queues
E;_;i First Storage Group
3 Mailbox Stare (EREXSE)

13 Full-Text Indexing
Public Folder Store (EREXSE)

{13 Connectars

-3 Tools

+-{Z3 Faolders

o4 POP3 Connector Manager

L5 Terminal Services Configuration

(-
(-

4 Internet Information Services _ILI
| | »

ﬁﬁ' Startl J @ él J E Routing and Remate Acc... | -@J Server Management

Stark
Stop
Pause

TMew Window from Here

Rename
Refresh

Help |

“@ Active Directory User... |i ;"% ea&) W21 AM
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3.a1 Setting POP3 over SSL Configuration (Recommended)

For added security Erado suggest using SSL to encrypt the POP3 session. To enable SSL
you will need to create your own self signed certificate.

Click the certificate button.

Default POP3 Yirtual Server Properties e |

General Access IMessage Farmatl Ealendaringl

Choose the “Assign an existing
certificate” then click next

—Access control

Enable anohymouz access and edit the
authentication methads for this resource.

— Secure communication

Wiew or set the secure communications Certificate...

method used when this vitual server iz

acceszed. S
Communicatiar...

— Connection conbrol

Grant or deny access ko thiz rezource uging 2
- Connection...
IP addrezzes or Internet domain names. =

OF. Cancel Spply | Help |

IIS Certificate Wizard

Server Certificate
These are the methods for assigning a certificate to a'web zite.

If you have an existing certificate

Choose the one W|th the Intended Select the method pou want to use for this web site:
purpose of “Server Authentication” ® Leszonesiizs

& hznign an ewmsting cerbficate
If you dO not see th IS Optlon ClICk £ mport a certificate from a Key Manager backup file.
Cancel and ContaCt Erado TeChn|Ca| = |mport a certificate from a . pfx file
SU ppO I’t. £ Copy or Move a certificate friom a remote server site to this site.

< Back I Mest » I Cancel
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115 Certificate Wizard
Available Certificates
The certificates pou can use for your Web server are listed below.

Select a certificate

lzzued To | |zzued By | E wpiration D ate I Intended Purpoze | I
erexse. EMCS local  ERADO 2H 642007 Client Authentic. ..«
ERADO ERADOD 2A6/2011 “
£ n 172 mtic:

4| | i

¢ Back I Hest » I Cancel |

Click next and you will see a Certificate Summary and click next then finish.

115 Certificate Wizard x|

Certificate Summary
rou have chosen to install an existing certificate.

The following certificate iz available for inztallation on vour wW'eb server. To install this
certificate, click Mest

Certificate details:

lssued To erexse. erado. com
lzzued By efexze. erado. cam
Expiration D ate 172472011
Intended Purpose Server A:[Jthentication
Friendly Mame erexge. erado. com
< Back Cancel

Erado Message Control Solutions 321 Burnett Ave. South Suite 150, Renton WA 98057
P 866.67ERADO F 425.277.8273



YERADDO

message security, archiving, compliance, and discovery solutions

3.a2 POP3IP Access Control
If you provide POP3 mail access to your users skip this step.

If you do not normally provide POP3 access Erado suggests for additional security
restricting POP3 access to the following Erado controlled IP address range.

IP address 207.195.164.0
Subnet Mask: 255.255.252.0

Default POP3 ¥Yirtual Server Properties d A

General  Access IMessage Formatl Ealendaringl

To enable this: Go to Exchange System
Manager, expand Servers, expand
~Access contral “your exchange server”, and then
Enable anonymous acceszs and edit the eXpand PI’OtOCO|S and then r|ght'CI|Ck on
authentication methods for this resounce, the properties Of your POP3 connector.
. Click the connection button
= SECUIE communication

Wiew or zet the SeCuUre cqmmunlcatluns Cerlificate...

method used when this virtual server is

accesgzed. .
Communication. ..

— Connection control

Grant or deny access to this resource using [E—— |
IP addresses or Intemet domain nanmes.

0K | Cancel Apply Help

Then click on add
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comecion x

Select which computerz may access thiz virtual server:

i Al except the lizt below

Compuiters:
Arccess | IP Address [Mazk] / Domain Name
@‘ﬂGranted 207.195.164.0 [256.255.252.0]
Add | Bemowve |

k. I Cancel | Help |

Then click group of computers and add the ip address and subnet mask as listed above.

You should see the image below and click OK.

Add one of the following to the list.

" Single computer
[P address:
I . . . OHS Lookup...

" Group of computers

Subnet address; Subnet mask:
|2EI?.'IE|5.1I34. ] 28R 25528200

" Domain

I lame:

| ] 4 I Cancel Help

Then click apply and then OK

3.a3 POP3 Service Initialization
Finally to make sure that your POPS3 service is both running and automatically starts.
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4y Services i ] B9

Go to the Start menu, then ; =
1‘ k “Ad . ¢ t File  Action ‘iew Help
clic (’)’Il ministrative ‘__'|||@|’ Elm
Tools” and then under T
. Services (Local) % Services {Local)
services turn on the POP3
Server. Right click on the Microsoft Exchange POP3 Name_ 2 | Descrlptlolj [ =
. Microsoft Connector for POP3 M., Enables Mi...
POP3 Server, click on ;@gthﬂe;servicg 4 Microsoft Exchange Event Moritars Fo. .,
. ause the service . .
properties and set Startup Restart the service Gphicrosoft Exchenge IMAP4 - Frovides In.
. %Mlcrosoft Exchange Information ... Managest...
type to Automatlc. %Mlcrosoﬂ: Exchange Management  Provides E...
Description: : i
Fravides Post Office Protocal version 3 MrosoFt Exchange M74 Stacks PVd o J
(POPZ) Services to clients, IF this service S0k soft Exchange POP3 Start
is stopped, clients are unable to connect %Mlcrosoft Exchange Routing En =
ko this computer using the POPS protocal, %Microsoft Exchange Site Replicz Stop
%Microsoﬂ: Exchange System Atk Pauss
%Microsoft Search Hesume
%Microsoﬂ: Software Shadow Cop Rgstart
4 M3SCLESBSMONITORING Ml Tasks  »
%MSSQWSHAREPOINT -
%MSSQLServernDHelper Refresh
g |
Extended A Standard / Help

|Opens property sheet For the current selection.

3.b Manage your currently enabled POP3 connector.

If you provide POP3 access to your users currently most of your configuration is already
complete.

Erado suggests the following security enhancements, however they are not necessary.
Below you will find configuration setting for POP3 over SSL and IP address restriction.

3.b1 Setting POP3 over SSL Configuration (Recommended)
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For added security Erado suggest using SSL to encrypt the POP3 session. To enable SSL
you will need to create your own self signed certificate.

Click the certificate button.

Default POP3 Yirtual Server Properties e |

General Access IMessage Farmatl Ealendaringl

Choose the “Assign an existing
[ fceess eanral certificate” then click next

Enable anohymouz access and edit the
authentication methads for this resource.

| Authentication. . :

— Secure communication

Wiew or zet the secure communications
method used when this vitual server iz
acceszed.

LCertificate. .

Communicatiar...

— Connection conbrol

Grant or deny access ko thiz rezource uging 2
- Connection...
IP addrezzes or Internet domain names. =

OF. Cancel Spply Help

IIS Certificate Wizard

Server Certificate
These are the methods for assigning a certificate to a'web zite.

If you have an existing certificate
choose the one with the intended
purpose of “Server Authentication”

Select the method pou want to use for this web site:

" Create a new certificate.

& Aszign an existing certificate

If you dO not see thIS Optlon ClICk £ mport a certificate from a Key Manager backup file.
Cancel and ContaCt Erado TeChr"CaI = |mport a certificate from a . pfx file
SU ppO I’t. £ Copy or Move a certificate friom a remote server site to this site.

< Back I Mest » I Cancel
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115 Certificate Wizard
Available Certificates
The certificates pou can use for your Web server are listed below.

Select a certificate

lzzued To | |zzued By | E wpiration D ate I Intended Purpoze | I
erexse. EMCS local  ERADO 2H 642007 Client Authentic. .
ER&DO ER&ADO 24164201

efewse erado.com  efexse.erado.com  1424,/2077 Server Authentic...

4| | i

¢ Back I Hest » I Cancel |

Click next and you will see a Certificate Summary and click next then finish.

115 Certificate Wizard

Certificate Summary
rou have chosen to install an existing certificate.

The following certificate iz available for inztallation on vour wW'eb server. To install this
certificate, click Mest

Certificate details:

lssued To erexse. erado. com
lzzued By efexze. erado. cam
Expiration D ate 172472011
Intended Purpose Server A:[Jthentication
Friendly Mame erexge. erado. com
< Back Cancel

3.b2 POP3IP Access Control

If you provide POP3 access and restrict by IP please add the following Erado controlled IP
address range. If you do not restrict by IP address skip this step.

IP address 207.195.164.0
Subnet Mask: 255.255.252.0

To enable this: Go to Exchange System Manager, expand Servers, expand “your exchange
server”, and then expand Protocols and then right-click on the properties of your POP3
connector. Click the connection button
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Enable anonymous acceszs and edit the
authentication methods for this resounce.

— Secure communication

Wiews or zet the secure communications
method used when this virtual server is
accesgzed.

Certificate. .

Communication. ..

— Connection control

Grant or deny access to this resource using [E—— |
IP addresses or Intemet domain nanmes.

oK | Cancel | el | Help Then click on add

comecion x

Select which computers may access thiz virtual server;

i all except the lizt below

Compuiters:
Aocess | IP Address [Mazk] ¢ Domain Name
@‘ﬂ Granted 2071951640 [255.255.252.0)

Add... | Bemowve |

k. I Cancel | Help |

Then click group of computers and add the ip address and subnet mask as listed above.

You should see the image below and click OK.
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Add one of the following to the list.
£ Single computer

|F address:
I . . . OHS Lookup...
£+ Group of computers
Subnet address; Subnet mask:
I2EI?.'IE|5.1I34. ] 2R 28R . 2820
£ Domain
[ arne;

| k. I Cancel Help

Then click apply and then OK

Step 4. Enabling Envelope Journaling

There are multiple journaling options available to you in Microsoft Exchange. For full
compliance and the ability for Erado to archive message properly you must configure
“Envelope Journaling”

This requires an additional download from Microsoft. Please download the “E-Mail
Journaling Advanced Configuration tool (exejcfcg.exe) this is a self extracting file ” from
Microsoft’s website.

http://www.microsoft.com/downloads/details.aspx?Familyld=E7F73F10-7933-40F3-B0O7E-
EBF38DF3400D&amp:amp:displaylang=en

Then complete the following installation steps:

Run the self extracting zip file you just downloaded

Open a command prompt.

Go to the directory where you extracted exejcfg.exe.

Type the following command to enable envelope journaling: exejcfg —e
Confirm the setting by typing: exejcfg -

Al ol A
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Once you have completed this step go to your Exchange System Manager, expand
Servers, expand Your Exchange Server, expand your storage group, and then right-click

the mailbox store.

On the General tab, select Archive all
messages sent or received by mailboxes on
this store, and then click Browse to specify the

eradojournalmailbox as the journaling mailbox.

All journalized messages for senders on this
mailbox store are sent to the mailbox you
specify.

_Jj tailbox Store [EREXSE]

Mailbox Store (EREXSE) Properties d |
Detailz I Puolicies I Secuity
General I Database | Lirnits I Full-Test Indexing

Default public stare:
*SE\First Starage Group'Public Folder Stare [EREXSE]

Offline address list:

IDefauIt Qffline dddress List Browse. ..

¥ &chive all messages sent or received by maiboxes on this store

Ieradoiournalmailbox Browsze. .

¥ Clients suppaort S.-’MIME%gnatules

[™ Dizsplay plain text messages in a fized-sized font

Browse. .

i I

J

[ ok | cancel Apply

Help

Next please call Erado tech support at 425-336-0485 and let us know that you have

completed this configuration.

We can then complete your installation.
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