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Sender ID Configuration

This document covers the following Erado Services
» SecureMail
- Email Hosting
« Email Campaign Manger

SPF record creation is an advance DNS configuration. If you are unsure or
need assistance please contact your DNS administrator.

What is SPF?

Sender Policy Framework (SPF) is the anti-forgery solution for email. An SPF record is a one-
line entry in your DNS record that indicates which mail servers are permitted to send email with
a given "From" address. This record combats possible forged return addresses which makes it
easier to identify 'spoofed' emails. SPF is an attempt to counter email address spoofing, in
which a sender uses someone else's email address as the apparent sender of an email.

How SPF Works:

SPF policy data is published on a DNS server in a TXT record. DNS resolvers typically cache
SPF data to reduce lookup traffic. Sender domains do not have to run new servers to advertise
SPF information; instead, SPF uses the connecting client's IP address and information from
the SMTP envelope to evaluate the SPF policy document published via DNS. After the policy
is evaluated, the message is classified and handled accordingly.

How to setup an SPF record:
For every domain you send mail for you will need to create a TXT record in your domain's
DNS. There are a number of wizard driven SPF record creation services online such as.

http://old.openspf.org/wizard.html
http://www.microsoft.com/mscorp/safety/content/technologies/senderid/wizard/

Once you have completed the wizard you will need to add include:erado.com to your existing
SPF record, below are examples.

If your DNS server runs BIND
yourdomain.com. IN TXT "v=spfl ip4:1.1.1.1 a:mail.yourdomain.com include:erado.com ~all"

If you run DNS server is tinydns (djbdns)
'yourdomain.com:v=spfl ip4\0721.1.1.1 a\072mail.yourdomain.com include\072erado.com ~all:3600

If you are unsure of your DNS server or how to configure please contact your DNS
provider.
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