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HOSTED EMAIL ENCRYPTION

THE ERADO

DIFFERENCE

Deep scan of email
messages including image
based attachments

Automatic encryption of
message via custom
defined policies

Quick and simple setup,
fully hosted, works with all
mail servers, and most 3"
party hosting services

Automatic virus scanning
on all messages

24x7 expert support

THE SECUREMAIL

EXPERIENCE

SENDERS: The service is
easy to user, individual
senders do not need to
decide what is and isn't
sensitive data

RECIPIENTS: Retrieval
of encrypted messages
via PGP, S/Mime, and TLS
are simple. Secure web
portal message are quick
and easy

ADMINISTRATORS: Easy
set-up and configuration
minimizes the burden on
administrators and end-
user training

SECUREMAIL POLICY BASED EMAIL
ENCRYPTION

Email is firmly established as a key business communication channel.
However, communicating using email involves risks. Intellectual property or
other sensitive information may be intercepted and then read, deleted or
altered before it reaches its intended destination.

Regulations and legislation are also increasingly holding businesses
responsible for safeguarding the confidentiality of the information they send
via email.

Despite the potential price of failing to ensure adequate protection, many
organizations do not take the steps necessary to safeguard the privacy and
integrity of their email communications. Furthermore, although encrypting
email generally represents the best solution, not all of the encryption

services currently available offer businesses the certainty, ease-of-use and
affordability they require.

Erado's SecureMail Encryption Service with its deep scan rules based
delivery policy ensures the confidentiality of email communications and all
the information they contain. It achieves this through Erado's “Best
Delivery” solution which automatically utilizes the best combination of
industry standard PGP, S/Mime, TLS/SSL, and Secure Web Portal
technologies.
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KEEPING YOUR DATA
SECURE

e The Erado solution allows
you to send secure and
encrypted email

e Qutbound email travels
between your email server
and our infrastructure via
a TLS (Transport Layer
Security) encrypted tunnel

e When used in conjunction
with our Email Security
Services, you benefit from
an added layer of security
when your company's
email security and
protection are applied

e FErado's secure and
brandable portal allows
external users to view and
download secure
messages

e Email and attachments
are deduplicated and
stored in an AES
encrypted state along with
the relevant metadata

NEXT STEPS

Contact your Erado Message
Control Solutions Specialist

Toll Free 866-67ERADO
International 425.336.0480
Email sales@erado.com

ERADO SECUREMAIL ASSISTS YOU IN:

Implementing regulatory compliance measures more effectively by
enforcing encryption automatically based on customizable policy rules.

Strengthening relationships with key business partners by providing
secure, immediate delivery of confidential data.

Managing costs by eliminating manual work-arounds for sending secure
data, deploying rapidly, and reducing remediation expenses.

Protecting against email viruses all messages are automatically scanned

for viruses.

POLICY BASED ENCRYTPION _ THE ERADO WAY

The service is fully hosted and does not require installation of appliances or
software by senders or recipients — regardless of whether organizations or
individuals exchanging emails with your business are Erado clients or have

their own encryption capabilities.

Automatic encryption of sensitive emails

Applies your company’s encryption policies
automatically and securely; facilitates your
regulatory compliance measures

Wide range of email delivery mechanisms

Provides easy access to encrypted emails

Compatibility with various desktop and
mobile platforms, including Windows,
Macintosh, Linux, BlackBerry, Iphone,
Palm, Android, and Windows Mobile

Secure messages can be read regardless
of what technology is being used by the
recipient. And, there is no need for the
recipients to have encryption capabilities

Fully hosted service, including
management of digital certificates and
encryption keys

Reduces IT management and costs with
no need for software, appliances or
upgrades

Quick and simple to set up, configure, and
use

TLS-enabled companies can get up and
started within days. Minimizes burden on
administrators and users.
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